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TEPMHWHDBI U OITPEJAEJIEHUSA

AyteHTuduxanus —

be3zonacHocts nHpOpMaITUN

I'ocynapcreBennas -
MH(pOpMaIMOHHAs cUCTEMA

Hoctyn k nuadopmanuu -
JocrynHocTs -

3amura nHPOpMaIuu -
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amumaemast ”HGopMauss  —

Wnentudukarms -

Nudopmanmonnas cuctema  —

WudopmanmoHHbIe pecypChl

WHudpopmanmoHHble -
TEXHOJIOTHH

Nudopmarnus -

KonTtponupyemas 30Ha -

KondunenunanbHOCT -

JleficTBUsI IO TIPOBEpPKE TOMIMHHOCTH CYOBEKTa OCTyIa
B MH(OPMAIIMOHHON cucTeMe

CocrosiHME  3alIMIIEHHOCTH HWHGOpPMALUU, TPH KOTOPOM
oOecriedeHbl €€ KOHQHUACHIMATBHOCTh,  JIOCTYITHOCTh
U 1IEJIOCTHOCTD

NudopmarimonHas cucreMa, co3iaBaeMasi B IEJsX pealu3aiuu
MIOJTHOMOYHH rOCYJapCTBEHHBIX OpraHoB
u obecrieueHuss oOmMeHa wuHoOpMarMed MEXIy OSTHMH
OpraHaMu, a TaKKe B MHBIX YCTAaHOBIICHHBIX (eaepaTbHbIMU
3aKOHAMH TEJISIX

Bo3MoxxHOCTB nonydeHust ”HPOpMAaLUK U €€ UCTIONb30BaHU
CocrosiHue wuH(pOpMaIMM, XapaKTepU3yemMoe CIOCOOHOCTHIO
TEXHUYECKUX CPEICTB H WH(MOPMAIMOHHBIX TEXHOJIOTHIMA
o0ecrieunBaTh OECTIPENATCTBEHHBIM JOCTYN K HWHGOpMAIHH
CyOBEKTOB, UMEIOIIUX Ha 3TO MOJIHOMOYHS

3ammra wHpOpManMM, HANpaBlieHHAas Ha MPEIOTBpAIICHHE
MOJTyYeHUs 3aIiuiaeMoi MH(OpMaluy 3alHTEPECOBAaHHBIMU
CyOBbeKTaMHU C HapyIIEHUEM YCTAHOBIEHHBIX HOPMATHBHBIMU
U TPaBOBBIMHU JOKYMEHTaMH (aKTaMH) WU 00IaIaTeIsIMH
UHPOpPMAIIMU TIpaB WM TPAaBWJI pPa3TPaHUYCHUS JIOCTyIa
K 3al[UIIaeMoil HHPOpMaIiu

Wudopmanus, sBIAOMAsACS NPEAMETOM  COOCTBEHHOCTH
U TIO/JIeKAIIasl 3aliTe B COOTBETCTBHH C TpPEOOBaHHSIMHU
MIPABOBBIX JTOKYMEHTOB WIH TpeOOBaHUIMH,
yCTaHaBIMBAaEMbIMH COOCTBEHHUKOM MH(MOpMaIuu
[TpucBoenue cyObekTaM 1 00BEKTaM JOCTYIIAa HICHTH(HUKATOpA
u (WIM) CcpaBHEHUE [MPEIbSBISEMOro HJEHTU(UKATOpA
C TIEpeYHEM MTPUCBOCHHBIX UICHTU()HKATOPOB

COBOKYNHOCTH cojiepskalieiics B 0a3ax JaHHBIX MH(QOpMalUH
u o0ecrieynBalOIMX e¢  00paboTKy  MH(OPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPENICTB

OTtnenbHBIE JOKYMEHTHI M OTICIbHBIE MAaCCHUBBI JTOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBl  JJOKYMEHTOB, COJEpKalliecs
B UHPOPMAIIMOHHBIX ~ cucTemMax (OmOnmorekax, apXxuBax,
doHmax, OaHKaX JaHHBIX, MH(OOPMAIIMOHHBIX CUCTEMAX JIPYTHX
BH/JIOB)

ITpoueccrl, meronsl moucka, cOopa, XpaHeHUs, 00pabOTKH,
IPEJOCTaBICHHs, PACIPOCTpaHEeHUsI HH(OpMAIMU U CHOCOOBI
OCYIIECTBIICHHSI TAKUX MTPOIIECCOB H METOIOB

Caenenus (coobmeHus, JTAHHBIC) HE3aBUCHUMO
OT (hOPMBI MIX TIPEIICTABICHUS

[IpoctpancTBo  (TeppuTOopusi, 3[daHWE, YacTh 3/aHHSA),
B KOTOPOM HCKIIIOUEHO HEKOHTPOIUPYEMOE MpeObIBaHUE JIHII,
HE MMEIOUIMX TMOCTOSHHOIO WM  pa3oBOro  JOMYCKa,
¥ TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

O06s3aTenbHOE I BBITOIHEHUS JTUIIOM, MMOJIYYHUBIIUM JOCTYII
K onpeneneHHoN wuHpopmanuu, TpeOoBaHUE HE TEpenaBaTh
Takylo HMH(OpMamuio TPEeTPUM JMIaM 0e3  coriacus
ee oOazaress
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O6paboTka mepcoHAIbHBIX
JTAHHBIX

Omnepatop

[IepconanbHbIE JaHHbBIE

Yrposa 6e3omacHocTH
uHpOpMaITUU

Va3BUMOCTE

[lenoctHOCTH

JelicTBus (onepanuu) ¢ NEPCOHAIBHBIMUA JaHHBIMU, BKJIIOYAst
cbop, cucTemMaTHu3aluio, HaKOIUIEHHWE, XpaHEHHE, YTOYHEHHE
(oOHOBIIEHHME, U3MEHEHNUE), UCTIONb30BaHHUE, PACIPOCTPAHEHUE
(B TOM wumcie nepenady), o0Oe3IMYMBaHUE, OJIOKMUPOBAHUE,
YHUYTOKEHUE MEPCOHATIBHBIX JaHHBIX

TPOXAAHUH WIM IOPUIUYECKOE JIMIO, OCYLIECTBIISIOLINE
JESITENbHOCTh 10 3KCIUTyaTalluyl MH(OPMAaLMOHHON CHCTEMBI,
B TOM uucie no o0paboTke MHGpOpMalLMM, coaepxKaeics
B ee 0a3ax JaHHBIX

JIro6ast mHpOpMANHsI, OTHOCSIIASACS K MPSIMO WIH KOCBEHHO
OIIPECIIEHHOMY WJIM ONpeeasieMoMy GU3NIeCKOMY JIHILY
CoBOKYNHOCTh ~ ycIOBHH ¥ (DakTOpPOB,  CO3JAIOLIMX
MOTEHIUATbHYIO W peasibHO CYLIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYI0O €  yTeukol  uH(popmanuu
W/WIIM HECAHKLMOHUPOBAHHBIMH HW/WJIM HENPeJHAMEPEHHBIMU
BO3JECHUCTBUIMU Ha Hee

Henocrarok (cmaboctsp) MIPOrpaMMHOTO
(MporpaMMHO-TEXHUYECKOI'0) CPeICTBA UM UH(OPMAITMOHHON
CUCTEMBl B 1II€JIOM, KOTOpBIH (KOTOpasi) MOET ObITh
UCNOJIb30BaHa Ul pealu3alud  yrpo3  0e30IacHOCTH
uHpopmaruu

VYcroitunBocTh  MHQOpMAIMM K = HECAHKIMOHHPOBAHHOMY
WIM cy4allHOMY BO3JEHCTBUIO Ha Hee B Iporecce o0paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YyJIbTaTOM KOTOPOI'O MOXKET
OBITh YHUUYTO)KCHUE U HCKaXeHUE UH(opMaIiu



I'OCTP
IlonnTHuka

Yupexnaenue
®CB Poccun
DOCTOK Poccun

OBO3HAYEHUA U COKPAIIEHUSA

— Tl'ocynapctBennslii crangapt Poccniickoit denepannn

— Ilonutnka wuHbOpMaMOHHON Oe3omacHOCTH [ 'OCcyIapcTBEHHOTO
OIO/DKETHOTO YUPEKJICHUSI CIIOPTUBHOW IIKOJIBI OJHUMITHICKOTO
pesepBa Ne 1 dpynzenckoro paiiona Cankr-IlerepOypra

— VYupexaenue [ BY CIHIOP Nel ®dpynzenckoro paiiona CI16

— DenepanpHas ciryxba 6e3omacHoctu Poccuiickoii @eaepanuu

— @enepanpHas Cilyk0a 10 TEXHUUECKOMY U SKCIIOPTHOMY KOHTPOJTIO



1. OBIIME MMOJIOKEHUS

Hacrosmas [lonutuka siBinsieTcss JOKYMEHTOM, ONPEENSIONIUM HaIllpaBJIeHUs J1ESTEIbHOCTH
B obOmactu  oOecrieueHuss HWHGPOPMAIMOHHOM  OE30MACHOCTM W TMPEJACTABISET  COOOM
CHCTEMaTH3UPOBAHHOE U3JIOKEHHE LIl U 3a/1a4 MHPOPMALIMOHHONW 0€30MacHOCTH, KaK OHO WIN
HECKOJIBKO IPaBHJI, MPOLEAYp, NPAKTUYECKUX MPUEMOB U PYKOBOJSALIMX MPHUHIUIIOB, KOTOPHIMU
PYKOBOJCTBYETCSI TOCYJapCTBEHHOE OIOKETHOE YUPEXKICHHE CIOPTHBHAS LIKOJA OJUMITUICKOTO
pesepBa Ne 1 @pynzeHckoro paiiona Cankrt-IlerepOypra (mamee - YupexkaeHue), a TaKke
OpraHU3aIMOHHBIX, TEXHOJOTHYECKUX M TPOIEAYPHBIX acIeKTOB OOecreueHrsT MHPOPMAIIHOHHON
0€30I1acCHOCTH.

[Tonoxenus Hactosuiel [lonuTUKK HE pacIpoCTpaHsAIOTCS Ha o0ecrieyeHre HH(OpMaIMOHHON
0€30I1acCHOCTH CBEIECHHH, COCTABIISAIONINX TOCYIAPCTBEHHYIO TaliHy.

OcHoBHOI 3amadeld B oOnactu WH(OPMAIMOHHOW O€30MacHOCTH YUpEXKACHHE IMPU3HACT
COBEpPIICHCTBOBAaHME MEp U CPEACTB OOECleUeHHUs 3aluThl HUHGPOpPMaUU HH(OPMAIIMOHHBIX
pecypcoB YUpeKICHHUSI B KOHTEKCTE pa3BUTHS 3aKOHOAATelIbcTBa Poccuiickoit denepauuu U HOpM
perynupoBanusi MHGOPMALMOHHOM JEATENbHOCTH B TEKYUIMX YCJIOBUSX (YHKIMOHUPOBAHUS
HMH(OPMaIMOHHOT O TOJIS.

IIpu pazpaborke IToIUTHKN YyUUTHIBAIMCh OCHOBHBIE MPUHILIMIBI CO3/1aHUS CHUCTEM 3alllUThI
nHpopManuy, XapaKTEepPUCTUKA U  BO3MOXKHOCTH  OpPraHM3aI[MOHHO-TEXHUYECKUX Mep H
COBPEMEHHBIX MPOTPAMMHBIX U alMapaTHO-IPOrPAMMHBIX CPEACTB 3aIIUTH HHPOPMAIIHH.

B pamkax cBoel AESITENbHOCTH YUpeKJIEeHUE O00s3yeTcsl NpeANpUHUMATh BCE BO3MOXKHbBIE
MepbI 1715 3aLIUThl THPOPMAIUH OT yrpo3 0€30MacHOCTH UH(POpMALIUH.

TpeboBanus uH(MOpPMaMOHHON ©0€30MaCHOCTH, COOTBETCTBYIOT LEISIM JI€ATEIbHOCTH
VYypexneHue M NpeaHa3HAYeHbl I CHUKEHHUS PHUCKOB, CBS3aHHBIX C pealu3anueil yrpos
6e3oracHOCTH HH(pOPMaIUU.

[TonuTuka gocTynHa BceM pabOTHUKAM YUpeKICHUS U BCEM MOIb30BATEINSIM €T0 PECYpPCOB.

2. IEJM u 3AJIAYM OBECITIEYEHUSI THOOPMAIIMOHHOM BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBIH OTHOIEHHUH

CyObekramu mipu obecriedeHnH HH(POpMaMoOHHON 6€30MaCHOCTU B Y UPEKICHUH SIBIISIOTCS

paboTHUKH (B TOM YHKCIIE YBOJICHHBIC);

rpaxaane, paboTaromye 1Mo J0roBopaM rpaXk JaHCKO-IIPaBOBOI'0 XapaKTepa;

¢dbu3znueckue IMLa, MPEJICTAaBUTENIM KOHTPAreHTOB B paMKax MCIIOIHEHHsS JIOrOBOPHBIX
00s13aTENbCTB,

¢busnveckue nuia, moJaBiMe oOpalieHne B aapec Y UpeskaeHus,

IOpUAMYECKUE JIMIIA, B paMKaX HUCIIOJHEHUS JOIOBOPHBIX 00S3aTENIbCTB MM BO HUCIOJHEHUU
TpeOOBaHMiI cO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit denepannu;

Oprasl FOCYJapCTBEHHOU BJIACTH.

O0beKkThI HHPOPMANMOHHBIX OTHOLLICHUH

O6bexkTaMu HHGOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

WH(OPMAITMOHHBIE PECYPCHI Y UPEKICHHUS;

npouecchl  00paboTkn  uHGpopManuu B HMHQOPMAIMOHHBIX CUCTEMaxX YUpexaeHus,
nH(OpMaIMOHHBIE TEXHOJOTHH, PErJIaMEeHThl U TMpouenypbl cOopa, 00pabOTKH, XpaHEHUs
U niepeiaun HHGOpMaLnu;

Lenau obecneyenust uHGpOPMAHOHHON 0€30NMACHOCTH

OcHoBHOI1 1enbl0 oOecnieueHrss MHGOPMAMOHHON 0€30MacHOCTH YUpPEKICHHS SIBISIOTCS
NEHCTBHS HampaBleHbl Ha JOCTIKEHUE 3alIUThl CYOBEKTOB WH(GOPMAIMOHHBIX OTHOIICHHH OT
BO3MO)KHOI'O HAHECEHHsS UM MaTepHallbHOro, (PU3MYECKOro, MOPAJbHOTO WM HHOro yuiepoa,
MOCPEACTBOM  CIy4yallHOrO  WJIM  NPEAHAMEPEHHOro  BO3ACWCTBHS  Ha  MHGOpPMAIHUIO,
B TOM YHCJIE:

COOJIIOZICHHS TIPAaBOBOTO pPEXHMa HCIOJIB30BAaHMS MAacCHBOB M CPEICTB  00pabOTKH
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WH(pOpMAITUH;

NPEJOTBPALICHUS] pPeAN3allii yrpo3 Oe30MacHOCTH WH(OpMAalUU TpPU  OCYIIECTBICHUU
JEATENBHOCTH Y UPEXKICHHUS.

3agauu odecneyeHust HHPOPMALMOHHO 0€30MACHOCTH

JlocTikeHne 1enei odecredeHus: HHPOPMAIIMOHHOW 0€30MacHOCTH U CBOMCTB MH(pOPMAIIHH,
VYupexxaeHneM peraeTcst caeIyonIME 3a1a9aMU

3alIMTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH()OPMAITHOHHBIM pecypcaM;

pa3rpaHUuYCHHS JOCTYIIA MOJI30BaTENICH K WH(POPMAIIMOHHBIM, allllapaTHBIM, TPOrPAMMHBIM
U UHBIM pecypcawm;

KOHTPOJISI LEJIOCTHOCTH CpEIbl HCIONHEHHWS TMPOrpaMM M €€ BOCCTAaHOBJICHHE B Ciydae
HapyIICHHS;

obecrieueHusi ayTeHTHU(PUKALMKM W  WACHTHQHUKAIMK  [OJb30BaTENEH, y4acTBYIOILUX
B HH(POPMALIMOHHOM OOMEHE;

obecriedyeHnsT ~ HMCIOPAaBHOCTH  HPUMEHSEMBIX B MH()OPMAIIMOHHBIX cHCTeMax
VYupexxaeHus CpeicTB 3allUThl HH(OPMALINH;

CO3JITaHMEM YCJIOBUH JUIsI MUHUMH3AIIMA HAHOCHMOTO yIIlepOa HepaBOMEPHBIMH JIEHCTBUSMH,
Y YCTpaHEHHUE MOCIIeACTBUI HapyIICHUsT HHPOPMAITMOHHON 0€30MacHOCTH Y UpeKICHUS.

Perienue BhllIenepedncICHHBIX 3a/1a4 Y UpEXICHHUSI OCYLIECTBISAETCSA TOCPEICTBOM

Ha3HAYEHUS M MOATOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 32 OPTaHU3ALUIO M OCYILECTBIICHHE
MEPOTPHUSTHH 10 0OecTieueHnI0 HHGOPMAITMOHHON 0€30IMacHOCTH Y UPEIKICHUS;

HaJIeNICHUs KaXJoro pabOTHHKa MHHHAMAIbHO HEOOXOAMMBIMH IIpaBaMH IpH padoTre
B MH(POPMALIMOHHONM HHPPACTPYKTYPE COIIACHO UX JOJKHOCTHBIM O0sI3aHHOCTSIM;

COOJTIOZICHUST BCEMH paOOTHUKAMH, YKCIUTYaTUPYIOIIMMHU U 00CITYKUBAIOIIMMHU IIPOTPaMMHBIC
U T[pOrpaMMHO-alIapaTHble  CPEIACTBA, TPEeOOBaHMW  OpraHW3aMOHHO-PACHIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHns HHPOPMaLMOHHONW 0€3011aCHOCTH;

MEPCOHANBHON OTBETCTBEHHOCTHIO Ka)JIOTO paOOTHHKA 3a CBOM JICHCTBHS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIMOHAIBHBIX O0S3aHHOCTEH B IMpOIECcaX aBTOMATH3MPOBAaHHOW 0OpabOTKH
MH(GOPMALIUU ¥ UMEIOIIET0 JOCTYII K pecypcaM HH()OPMAITMOHHBIX CUCTEM;

peanu3anyell TEeXHOJIOTMYECKHX IPOLECCOB 00paboTKM WHGOpPMALUU C HCIOIb30BAHUEM
KOMIUIEKCOB ~ OPTaHU3AIIMOHHO-TEXHWYECKUX MEp 3allUThl MPOrpaMMHOr0  oOecriedeHws,
IIPOrpaMMHO-allapaTHbIX CPECTB;

MPUHATHUS MeP 10 00ecIeueHUI0 (PU3MUECKOM EIOCTHOCTH MPOrPaMMHO-AIIAPATHBIX CPEACTB
MH(OPMANMOHHBIX CHCTEM M HOJIEpKaHUEeM HE00X0TMMOT0 YPOBHS 3al[UIIICHHOCTH KOMIIOHEHTOB;

KOHTPOJsSI ~ COOJIOACHHS  IOJB30BATESIMM  MH()OPMAIMOHHBIX  CHCTEM  TpeOOBaHHA
o oOecreYeHUI0 NHPOPMAITHOHHOM 0€30aCHOCTH;

npoBeeHus aHanm3a 3G GEeKTUBHOCTH NPUHSATHIX MEpP 3aIIUTH HHOPMAIIIH U IPUMEHIEMBIX
CPEACTB 3aIIUThl HHPOPMALIUU B YUPEKIACHUH,

pa3paboTKM W pealu3aluu MPeUIOKEHHH TI0 COBEPIICHCTBOBAHUIO CHUCTEM 3allIUTHI
nHpOPMALIUHU B YUPEKICHUH.

3. MPUHIUIBI OGECHEYEHUS WH®OPMAIIMOHHOM BE3OITACHOCTH

ObGecnieuenrne MHGOPMAIIMOHHONW 0€30MaCHOCTH, JOHKHO OCYIIECTBISITHCS B COOTBETCTBUH
CO CJIEIyIOIIMMU OCHOBHBIMU MPUHIUIIAMHU:

IIpuHUMI 32aKOHHOCTH

[Ipu BBIOOpE MepoOnpUATHN TO 3alIUTEe UHPOPMAIUH, JOKHO COOMIOIAThCs JAeCTBYIOIIEe
3akoHoAaTenbcTBO Poccuiickoit @eaepanu B cdepe 3amuThl HHGOpMAIUH.

Bce paboTHMKM ODKHBI UMETh IpEJICTaBlIeHHe 00 OTBETCTBEHHOCTH 3a MpaBOHAPYIICHUS
B chepe 3amutel uHopmamuu. IIporpammHo-anmapaTHbie  CpPEACTBA, IMPUMEHSIEMBIE
B YUpexaeHUHU, IOHKHBI UMETh COOTBETCTBYIOLIME JUIEH3UU, OPUIMATBLHO MPUOOPETaThC Y
npeacTaBuTeNell pa3pabOTUNKOB STUX CPENICTB WM SBJIATHCS MHTEIIEKTYaJIbHONW COOCTBEHHOCTHIO
YupexaeHus.
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IIpyuHUMI CHCTEMHOCTH

[Ipu cozmaHuu CHCTEMBI 3alUTHI JOKHBI YUYUTHIBATHCA aKTyaJbHBIE YTPO3bl O€30MacCHOCTH
nH(pOpPMaLlMK, BO3MOXKHbIE OOBEKTHI M HAIPaBICHHS aTak Ha HEE CO CTOPOHBI HAPYIIMTENEH.
Cucrema 3aluThl TOJIKHA CTPOUTHCS C yU€TOM HE TOJIBKO U3BECTHBIX KAHAJIIOB YT€UKU UH(POPMAaLIHH,
HO U C YYETOM BO3MO>KHOCTH TOSIBJICHUSI HOBBIX YSI3BUMOCTEH B MPOrPaMMHOM OOECTIeUEHHUH.

IpuHIUN KOMIIJIEKCHOCTH

KommuiekcHoe ucnoiab30BaHue CPeCTB 3alllUThl HHPOPMALMK MIPEATNOIaracT COrjJacoBaHHOE
IpPUMEHEHUE MPHU MOCTPOCHUH IIEIIOCTHOM CUCTEMBI 3alllUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbBIE
yrpo3bl 6€30MacCHOCTH HH(pOPMALUU. 3aIMTa T0JKHA CTPOUTHCS SIETIOHUPOBAHO.

IIpuHIIUN CBOEBPEMEHHOCTH

Pa3paboTka cucteMbl 3anmuThl HHPOPMAIIUK JOJKHA BECTUCH MapaJlIebHO ¢ pa3paboTKoOM
U UHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJMT  y4decTb TpeOoBaHUS  0€30mMacHOCTH
IpH TPOCKTUPOBAHUM AapXHUTEKTYyphl M, B KOHEYHOM cueTe, co37arh Oonee 3(pQPeKTHBHBIE
H(OpMaIMOHHBIE CUCTEMBI, 00J1aal0IIKe JOCTATOYHBIM YPOBHEM 3alUIIIEHHOCTH.

IIpuHIMI NPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHUE MEpP M CPEACTB 3allUThl HH(pOpMANMM Ha OCHOBE
MIPEEeMCTBEHHOCTH OpPraHU3allMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJpOBOr0 COCTaBa, aHalIM3a
(GyHKIIMOHUPOBAaHUS MH(POPMAIIMOHHBIX CHCTEM U CHUCTEMBl €€ 3aIlMThl C Y4eTOM H3MEHEHUI
B METOJaxX M CpEACTBaX IepexBaTa HWHQPOpPMAIMK, HOPMATUBHBIX TPEOOBAaHMI MO 3amIuTe
nH(pOpMaIuu.

IIpuHIUN 10CTATOYHOCTH

CooTBeTcTBUE YPOBHA 3aTpaT Ha obecrieueHne nH(GOPMAIIMOHHON 0€30MaCHOCTH M IIEHHOCTH
MH(}OpMaIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTI'O yiiep0a OT UX pa3rilallieHus, YHUUTOKEHUs
U ucKkaxeHus. lMcmonb3yeMble Mepbl M CPEACTBA 3alIUThl MHPOPMALMU HE JIOJDKHBI YXYAIIATh
IPrOHOMHUYECKHE MMOKA3aTeIH KOMIIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

IIpuHIUN OTBETCTBEHHOCTH

BosznoxxeHue oTBETCTBEHHOCTH 3a oOecreueHne 0e30nacHOCTH HH(OpMaIuu U ee 00paboTKu
Ha KaXJa0oro pabOTHHWKA B Mpelenax ero MOTHOMOYMA. B COOTBETCTBHHM C STUM MPUHITUIIOM
pacmpesiesieHue MmpaB W O0sI3aHHOCTEH PaOOTHHUKOB CTPOHMTCS TaKUM 00pa3oMm, 4TOOBI B CiIydae
JA1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTEb.

IpuHUN 000CHOBAHHOCTH M TEXHUYECKON peajn3yeMoCTH

WNHpopmarimoHHble TEXHOIOTHH, TPOrPaMMHBIE M ITPOrPaMMHO-aNNapaTHbIE CPEJCTBA, MEPHI
3amuThl ©HGOPMAIMU JIOJIKHBI OBITh pEaIM30BaHbl MO COBPEMEHHBIM pPEIIEHUSM, 00OCHOBAHBI
C TOYKHU 3pEHHS JOCTMXKCHUS 33/IaHHOTO YPOBHS 3aIUIICHHOCTH MH(POPMAIMH ¥ KOHOMHYECKON
11e1IecO00pa3HOCTH, a TaKKe COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM M TpeOOBaHHIM
1o 6e30MmacHOCTH HH(OpPMAITUH.

IIpunuun npogeccuonaanzma

Peanuzanus Mep 3amuThl MHPOPMALMK W IKCIUTyaTalusl CPEACTB 3aIIUTHl MH(OpMAaIu
JIOJ>KHA OCYIIECTBIATHCS PO(ECCHOHATBHBIMU CIIEIUATUCTAMU.

[IpuBieueHue crnenualn3upOBaHHBIX OPTaHU3AIMMI K pa3paboTKe CPelCTB U peaan3aluu Mep
3amUThl HHPOPMAIIMH, TOATOTOBJICHHBIX K KOHKPETHOMY BHAY JCSITEIBHOCTU 1O O0OECIICYCHHIO
6e301acHoCTH NH(POPMALIMOHHBIX PECYPCOB, UMEIOIIHUX ONBIT MPAKTUYECKOW pabOThl U JTUIEH3UU Ha
MPaBO OKa3aHUs YCIYT B 3TOM 00IacTH.

IMpyuHUMN MUHUMHM3ALMU IPUBUJICT Ui 0J1b30BaTe/ el

ObecrieyeHre noab30BaTENEH MPUBHIETUSIMI MUHUMAIIBHO JOCTaTOYHBIMU JJIsl BBIITOJIHEHUS
MU CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEH B YUpEeKICHUU.



4. OCHOBHBIE TPEGOBAHUS MO 3AIIUTE UH®OPMALIUA OTPAHUYEHHOI'O
JOCTYIIA

Cuctema 3amuThl MHGOPMALKMU JOJDKHA IPEIyCMaTpUBAaTh KOMIUIEKC OpraHM3allMOHHBIX,
MPOrPaMMHBIX U TIPOTPAMMHO-AMIIAPATHRIX CPEJICTB M MEp MO 3ammTe WHPOpMAIHUU B Ipolecce
ee 00paboTKH.

Brimonnenune TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3ali Ha 00beKTax MH(opMaTH3anuu
Mep 10 3aIuTe HHHOPMAIIUHN:

UJeHTU(DUKAIIMN U ayTeHTU(PUKAIIMH CYObEKTOB JOCTYIAa U 00BEKTOB JIOCTYIIA;

YIIPaBJICHUIO 10CTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIA;

OrpaHUYEHUIO TIPOTPAMMHOM CpEJIbI;

3alIUTe MAIIMHHBIX HOCUTEJIEH NePCOHAIbHBIX JAHHBIX;

perucTpanuu coobITHI 6e30MacHOCTH;

AHTUBHMPYCHOM 3aILHTE;

00HAPYKEHHUIO BTOP)KEHUI;

00ecIeyeHun 0 1eIOCTHOCTH MH(POPMAITMOHHON CUCTEMBI U IIEPCOHATIbHBIX JAHHBIX;

3alIUTHI CPEIbl BUPTYaIU3allHH;

3alIUThl TEXHUYECKUX CPEJICTB;

3alIUThl HH(OPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepelaul JaHHBIX;

BBISIBJIIGHUIO MHIIMJICHTOB U PearupoBaHUe Ha HHX;

yIpaBlIeHUI0 KOH(pUTrypanueii WHPOPMAIMOHHONH CHUCTEMBI W CHCTEMBI 3allUTHI TEPCOHATBHBIX
JTAHHBIX.

VYupexnenue, KakK obnagarenb uHpOpMaLUn OrPaHUYEHHOT O JI0CTYyTIA,
IIPU OCYLIECTBIIEHUU CBOUX MpaB 005A3aHO:

co0JII01aTh IIpaBa M 3aKOHHBIE MHTEPECHI NHBIX JIUI;

MPUHUMATh HEOOXOIMMBbIE MEPHI O 3alIUTe UHPOPMALIUH;

OTpaHMYMBATH JIOCTYl K HWH(OpPMAIUHM, eciIu Takas oOOsM3aHHOCTh YCTaHOBJICHA
3aKOHOJaTeIbLCTBOM Poccuiickoit denepanni.

B Tom umcne YupexaeHue, BOpaBe €CIM HHOE HE MNPEAYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoi ®@enepannu:
paspelarts WM OrpaHUYMBaTh JOCTYN K MH(POPMALMH, ONPEAESATh MOPSAOK M YCIOBHS TaKOro
JIOCTYIa;

WCTIOJB30BaTh HH(OPMAIIHIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, II0 CBOEMY YCMOTPEHHIO;
nepeaaBate MH(OpMAIMIO JPYTrUM JIMIAM Ha YCTaHOBJICHHOM 3aKOHOAATENbCTBOM Poccuiickoi
denepali OCHOBaHUM;

3alIMIIATh YCTaHOBJICHHBIMHU 3aKOHOJATENbCTBOM Poccuiickoit denepanuu ciocodamu CBOM MpaBa
B Clly4ya€ HE3aKOHHOIO IOJY4EeHHs HH(POPMAlUM WM €€ HE3aKOHHOI'O MCIIOJIb30BaHMS WHBIMU
JHIIaMHU;

OcymecTBiATh MHBIE JEHCTBUSA ¢ MH(pOpMAIMeld WM pa3peliaTh OCYIIECTBICHUE TaKUX
NeUCTBUM, eclu OSTU JeHCTBUS HE MpoTUBOpevyaT (delaepaiabHbIM 3aKOHAM U JIPYyrUM
HOpPMaTHBHO-MIPABOBBIM akTaM Poccuiickoit denepanui.

3ammra MHQOpPMAIMM  OTPAaHWYEHHOr'O0  JOCTyHa MpeACTaBIseT CcOO0OH  MpHUHATHE
OpraHU3aIOHHBIX U TEXHHYECKUX Mep, HallPaBICHHBIX HA!
coOmoJieHne KOH(UIeHIManbHOCTH HH(opManuu (MCKIIOYEHHE HEMpPaBOMEpHOro JOCTYIIa,
KOIMMPOBAHUS, MPEIOCTABICHUS MIIM PACIPOCTpaHEeHUs MH(opManun);
obecrieyeHre 1eT0CTHOCTH HH(popMaIiy (MCKII0OUYSHHE HETPAaBOMEPHOTO YHUYTOXKCHUS
nuiu MonuduIupoBanus HHGOpMAITUN);
peanu3aluio IpaBa Ha AOCTYyNl K MHGOpMauuu (MCKIOYEHHE HEMpPAaBOMEPHOTO OJIOKMPOBAHUS
nHpopmanun);

CpencrBa 3amiuThl MHGOpMALIMK BHEAPSIIOTCA 1O Pe3ylbTaTaM MPOBEJICHUS OLEHKH PUCKOB
MH(pOPMALIMOHHOM 0€30MacHOCTH.
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Opranuzanus 3amuThl UHGOpMAIUKT

B Yupexnenuu kpome peannsalnuyd OCHOBHBIX MEp 3aIllUThl HH(OpMAIIUK OCYIIECTBISETCS:
peryiasipHass ~ OLEHKa W yOpaBlIeHHEe  pHCKaMH  HMH(oOpManuoHHOW  0Oe30macHOCTH
B COOTBETCTBUU C YCTAaHOBJIEHHBIMHU MPOLEAYpPaMU B 00JIaCTH YIIPaBICHUS pUCKAMU;
uH(popMHUpOBaHHE, oOy4eHue " TTOBBIIICHUE KBaTH(UKAITIH pabOTHUKOB
VYupexnenus B chepe nHGOpMaAMOHHON O€30MacHOCTH;
MeTOoMY€eCcKas IOMOILb PA0OTHUKAM B BOIIPOCax obecreueHus nH(pOpMallMoOHHON Oe30MMacHOCTH;
aHaJIU3 U MOMCK BO3MOXKHOCTEH MO MOBBILICHUIO YPOBHS 3alIUIIEHHOCTH UH(POPMALIUH.

Jliis opranu3aiiy 3amuThl tHGopManuu, Y YpekaeHre BIpaBe MPUMEHSITh CPEJICTBA U METO/IbI
TEXHUYECKOM 3allMThl, NpPEANPUHUMATh Jpyrue, HE NPOTHUBOpEYAlIe 3aKOHOJATEIIbCTBY
Poccuiickoii ®enepanuu, Mepsbl.

5. OCHOBHBIE TPEBOBAHMSI K IIPOHECCAM OBECHHEYEHUA
NH®OPMAIIMOHHOMU BE3OITACHOCTH

MeTtoauueckoe pyKoOBOJCTBO, pa3padOTKy pelIeHUH MO0 3aluTe UHPOpPMAIUH, COTIaCOBaHUE
BbIOOpa CPEICTB BBIYMCIUTEIBHON TEXHUKH, MPOIPAMMHBIX M IIPOrPaMMHO-ANIAPATHBIX CPEICTB
3alMThl UH(OpPMALMK, OpraHU3alMio paboT MO BHISBICHUIO BO3MOXXHOCTEH U MPERyNpPeKICHUIO
YT€YKH W CBOMCTB 3alUIaeMoi HH(OpMaNMM, aTTeCTAlUI0 O0BEKTOB HH(OpMaTH3aIHUU
OCYILIECTBJISIOT KOMIIETEHTHBIE CTPYKTYPHBIE [TOIPA3/AEIECHUs Y UpEXKICHUS.

Pusnyeckas 0e30MacCHOCTD

[IpuHATBIE  OpraHM3alMOHHbIE M  TEXHUYECKHME MEpbl 1O  3alIUTE€  IOMEIIEHUH
VYypexneHus, cepBEpHOro U KOMMYTAllMOHHOIO OOOpYJIOBaHMS, aBTOMATU3MPOBAHHBIX pabounx
MECT I0Jb30BaTelei MHQPOPMALMOHHBIX CHCTEM YUpexaeHUs OOeCleyrBalT pealn3aluio
CIIEYIOIUX MEp IO0:

pasrpaHUyYeHUI0 J0CTyNa paOOTHUKOB B IOMEIIEHHS] YUpPEXKICHUS B COOTBETCTBUU C HX
HOJTHOMOYMSIMU U TOJIKHOCTHBIMH O0S13aHHOCTSIMU;

[Tomemenuss YupexxJaeHus JODKHBI ObITb OOOpYAOBaHBI JETEKTOpaMH OTHS MU JAbIMA,
OTHETYUIUTENSIMH, CHUCTEMaMU KOHAWLMOHUPOBAHUS BO3/yXa, CPEJICTBAMHU OXPAHHO-IIOKApPHOMU
CUTHAJIN3aLUH.

Be3onacHocTs Ha paGouyem mecTe

3amperniaercss BECTH 3allCh Mapojieil B OTKPHITOM BHUJAE Ha MaTepUaJbHBIX HOCHUTEIS,
3a UCKITIOYCHHEM CIIy4aeB, periaMeHTUPOBAHHBIX METOJIOB XPAHECHUS.

JIOKyMEHTBl M HOCUTENH ¢ HH(OpMAIMed OrpaHWYEHHOrO JOCTYyNa IOJDKHBI YOHpaThbCs
B oreyaTbiBaeMbie MecTa (ceiidbl, mkadpl W T.OI.), OpH yXoJIe ¢ pabodyero Mecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonmp3oBarens pabouas ceccusi JOobKHA OBITH MPEpBaHa,
paboumii cronm 3abiaokupoBaH. BxXoa Tmonb30BaTenss B CHCTEMY HE JIOIDKCH BBITOTHITHCS
ABTOMATHUYCCKH.

Jlig yrunu3anuu KOHQHUASHIUATbHBIX JOKYMEHTOB, JIOJIKHBI UCTIOJIb30BATHCS YHUUTOXKHUTEITU
JOKYMEHTOB HE HMXe 4 ypOBHS IO CTaHJApTy O€30MacHOCTH, MPUMEHSEMOMY K YHUUTOXUTEISIM
JIOKYMEHTOB.

[Ipn wucnonb30BaHMM MOOWIIBHBIX TEXHHUYECKUX CpPEICTB HEOO0XOAuMO coOI0aaTh
AOMMOJHUTCIBHBIC MCPBI IO PCTJIAMCHTAIIlMUM W KOHTPOJIIO HCIOJbB30BAHUA B HH(l)OpMaHHOHHOfI
cUCTEME MOOWIBHBIX TEXHUYECKUX CpEacCTB.

Texunuyeckue cpeacTBa JOHKHBI Pa3MEIIaThCs U XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHUTh
BO3MOJKHBIN PUCK MTOBPEKACHHS M YTPO3bl HECAHKITHOHUPOBAHHOTO IOCTYTIA.

Texnnyeckoe 00cTy:KUBaHHE 000PY10BAHHUSA

Texuuyeckue cpeacTBa Y upexaeHUs JODKHBI IPOXOAUTh Ha PEryIsipHON OCHOBE CEPBHUCHOE
00CITy>)KUBaHHE B COOTBETCTBUH C PEKOMEHJIAIMSIMU MTPOM3BOIUTENICH 000py10BaHHUS.

PemonT ™ CCPBUCHOC O6CJIy}KI/IBaHI/I€ O60py,[[0BaHI/I$I JOJIKHBI BBIIIOJIHATHCSA TOJIBKO
KBaJIU(DULIMPOBAHHBIMH CIICIUATUCTAMHU.
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Texnuueckoe oOciyxuBaHHe OOOpPYIOBaHUS CTOPOHHUMHU OpraHU3alUsSMU HE JOJDKHO
MIPUBOIUTH K PUCKY HApYIICHUS KOH(DUICHITUAIBHOCTH 3aIIMIaeMOol HH(OpMaIIUU.

B3aumopeiicTBue ¢ TpeTbUMH JTHLAMH

B 1(SUE; obecrieueHus nH(pOpMaAITMOHHON 0e30macHOCTH Yupexaenus
IIPY B3aUMOJICHCTBUM C TPETHUMH JIMLAMHU JOJKHO BBIIOJIHATh CIAEAYIOIINE MEPONPUATHUS T10:

3aKIIIOYEHUIO COTJIAIIEHUS O HepasrjalleHuH WHQPOPMAlMU OrpaHMYEHHOIo JIOCTyIa
MIOJIyYEHHOW B X0/1€ UCIIOJIHEHUSI JOTOBOPHBIX 0053aTEIbCTB;

OCYIIECTBJICHUIO KOHTPOJS 3a JEHCTBUSMM IMPEACTaBUTEICH KOHTPAreHTOB B Ipeaenax
KOHTPOJINPYEMOM 30HBI Y UPEKICHUS.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHGOPMALMOHHBIX CHCTEM

Meponpusatus B Opolecce  JKU3HEHHOro  IMKJIa  HMH(OPMALMOHHBIX  CHUCTEM
VYupexxaenuss JOMDKHBI  OBbITh  HampaBJeHbl Ha  oOecriedeHHe  3aluThl  HH(OpMAIHH
IIpY BBOJIE B IEUCTBUE, IKCIUTYaTalluH, COPOBOXKICHUU U MOJIEPHU3ALUH, BEIBOJIA U3 AKCILTyaTalllH.

OcHoBaHueM Tmpu pa3zpaboTke WHOOPMALMOHHBIX CHCTEM JOJDKHBI SIBISTHCS PELICHUS
NpUHATBIE Ha cTaaud (HOPMUPOBAHUA TpPEeOOBaHMM, colepKaiue TpeOOBaHUS B TOM YHUCIE
0 CHCTEME 3aIIUTHl HHPOPMALIUH.

JIro60e mianupyeMoe K BHEIPEHUIO N3MEHEHNE UHPOPMAIIMOHHOW CUCTEMBI IIPEIBAPUTEIILHO
JOIDKHO ~ OBITh  IPOAHAJIM3UPOBAHO HA  COBMECTUMOCTh M OTCYTCTBHE  HapyIICHUH
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIUTHl HH(POpMAIIH.

PaGotel mo MonepHuzanuu HHGOPMAIIMOHHOM CHUCTEMbI, B TOM YHCIE IO YCTaHOBKE
MPOrPaMMHOT0 00ecTieueHusl U OOHOBJICHH, TOHKHBI POBOJUTHCS B HEpabouee BpeMs WM BpeMs
HauMeEHBIIIeH pabodeil Harpy3Ku.

[Ipn BbIBOJE U3 OKCIUIyaTalMd HWHQPOPMALMOHHBIX CHUCTEM JOKHO 00€CleyruBaThCs
rapaHTUPOBAaHHOE yJaieHue o0padaThiBaeMOil U XpaHUMON B HUX MH(POPMAIIMH C UCIIOIb30BAaHHEM
CPEICTB TapaHTHPOBAHHOI'O YHHUYTOXKEHUS WH(MOpPMAIUU WM TyTeM (U3HYECKOTO YHUUYTOKEHUS
HOCHTEINeH HH(POPMAIIHH.

Bce poLEeypbl obecrnieueHus 3aIUATHI uH(popMaIuy, YCTaHOBJICHHbIE
B YupexJeHWH B OTHOIICHMH HWH(OPMAIMOHHBIX  CHUCTEM, JIOJDKHBI  BBITIONHSATHCS
Y KOHTPOJINPOBATHCSI OTBETCTBEHHBIMHU JIMI]AMH 332 OPTaHU3AIUIO paboT MO 3anIuTe HHPOPMALIUH.

KonTposs 1octyna Kk uH(GOpMAIHOHHBIM CHCTEMaM

Bce pabotHuku YupexaeHus, J0nyleHHbIe K padoTe ¢ MHPOPMAIIHOHHBIMU CUCTEMaMH HECYT
MEPCOHANBHYIO  OTBETCTBEHHOCTh 33 HAPYUICHHWS YCTAaHOBJICHHOTO TMopsiaka 00paboTKu
nH(pOpMaIuu.

VYpoBeHb NOJTHOMOYMH MOJIb30BaTeNsi B MH(OOPMALMOHHOM cHcTeMe YUpEeXIeHUS I0JKEH
OIIPEIENIATHCS B COOTBETCTBUU C €T'0 JODKHOCTHBIMU OOSI3aHHOCTSIMH.

Hoctyn momb3oBaTened K ~ HMHGOPMAIMOHHBIM ~ CHUCTEMaM  YUPEXKIEHUS  JOJKEH
KOHTPOJIIUPOBATHCS aIMUHUCTPATOPOM UHPOPMAIIMOHHOM CUCTEMBI.

Ocy1iecTBIE€HNE PETYISIPHOTO KOHTPOJIS BBIIOJIHEHUS OPTraHU3allMOHHO-PacIIOPSIAUTENbHBIX
JIOKYMEHTOB, Kacaroluxcs periJamMeHTaluu JonycKa paboOTHUKOB Yupexnenus
K UH(OpMaIMOHHBIM CHCTEMAM.

HNpentudukanus v ayrTeHTUPUKALMS

Joctyn monp3oBateneil K MHGOOPMAIIMOHHBIM CHCTEMaM JOJHKEH MPEIOCTaBIATHCS TOJIBKO
MOCTIE YCIENIHOT'0 3aBEePIICHUS UACHTH(PUKAIINH, ayTCHTH(PUKAIIUH.

[Tony4yeHue monp30BaTeNieM HMMEHH B HMH(OPMAIIMOHHOM CHUCTEME M Mapoiis, KOTOphIE
00eCreunBaoT 10CTYN K MH(OPMAIMOHHON CUCTEME, JOKHO OCYILIECTBISATHCS O MPEICTaBICHUIO
PYKOBOJIUTENSL CTPYKTYPHOI'O NTOAPA3/IETIEHUS.

YupasJjieHue 10CTyIIOM

B YupexaeHun JIOJKHO OCYIIIECTBIATHCA YIIPaBJIECHHUE JIOCTYIIOM
K MH(OPMAIIMOHHON cHCTEMe MOCPEACTBOM pean3aluu HeOOXOAUMBIX METOJ0B, TUIIOB U MPaBUII
pasrpaHWYeHus]  JOCTyla  TOJb30BaTENIIM  HH(POPMAIMOHHOW  CHUCTEMBI  YUPEKICHHS.
B ToM uncne obecnieueH 3aluIIeHHbIN y1adeHHbIH JOCTYN CYObEKTOB 10CTYyIa K 00bEKTaM J10CTyIa
yepe3 BHEITHUE NHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.
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be3onacHocTh npu padoTe ¢ HOCUTEASIMHU MH(OPMAITUU

PaGotHuku YupexaeHus TOMKHBI HCIOIb30BaTh TOJBKO YYTEHHBIE ChEMHBIC MAIIMHHbBIC
HOCUTENU WH(GOpPMALMU U BBIMOJHEHHUSI CBOUX MOJDKHOCTHBIX oOsi3aHHOCTEH. Mcmonb3oBanue
ChEMHBIX MAIIMHHBIX HOCUTENEH HHPOPMAIUHU B YUPEKIACHUN B UHBIX 1IEJIIX CTPOrO 3aIpeILeHO.

CpemMHbIe MAIIMHHBIE HOCUTENN HH(GOPMAIUU JOJDKHBI XPAaHUTCS B ONleUaThIBaeMbIX IIKadax,
B MIOMEIIIEHUSAX B KOTOPBIX MpeaycMOoTpeHa 00paboTka nH(pOpMauy OrpaHUueHHOr 0 10CTYIIA.

B cnydae kpaku WM MOTEPU ChEMHOI'O MAIIMHHOTO HOCUTENS MH(pOpMAIUH, a TaKXKe WHBIX
UHIUACHTOB, KOTOpbIE MOTYT NPUBECTH K HAPYIICHHUIO CBOMCTB HMH(OpPMALMM OrPaHUYCHHOIO
JOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUSTHS 110 PACCIIEOBAHUIO TAKMX UHIIUJCHTOB.

[Tpu BBIBOJE M3 AKCIUTyaTallil ChEMHOTO MAIlIMHHOTO HOCHTENST MH(POPMAIUH, BCEe TaHHBIE,
XpaHsLIMecs: Ha HeM, JOJDKHBI OBbITh yJAJlIeHbl OMpEEIeHHON KoMHccHel U3 uncia pabOTHHKOB,
CPEICTBOM TapaHTUPOBAHHOTO YHUUTOXKCHUSI HHPOPMAIIHH.

@®akT yHUYTOKEHHs] HWHGPOPMAIMM Ha CHEMHOM MAIIMHHOM HOCHTENEe HWH(GOpMauu
¢ukcupyercs B akTe 00 YHUUYTOKEHMM HMHPOPMAIMK CO CHEMHOTO MAIIMHHOIO HOCHUTENS
uH(pOpMaLUH.

Perucrpanust coobITHI

B  Vupexnenun g0mKHA  OCYHIECTBISATHCA  PETUCTPAIMM  COOBITHH  0€30macHOCTH
Ha BCEX KOMIIOHEHTaX HH(POPMALMOHHBIX CUCTEM YUPEXIEHHUU, B KOTOPbIX 0OpabaThIBaeTCs
3amuniaeMas uHGopMaIus.

AHTHBHUpPYCHAS 3alIIUTA

B menax oOHapyxeHHss W YCTpaHEHHS BpEIOHOCHBIX MpOrpaMM B  YUpexkIeHUus
JIOJKHBI UCTIONIB30BAThCS CPECTBA AaHTHBUPYCHON 3aIIUTHI HH(POPMAIUH.

OO6s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AaHTUBUPYCHOM 3alUThl HH(OpMALUU JIOJKHA
nomiexkarb Jrobas wuHGopmanus (TeKcToBble ¢ainbl JII0OBIX (opmarToB, (ailyibl JTaHHBIX,
ucronHsieMble (Gailibl), ToiaydaeMmash MW TepeaaBaeMasl IO JIOKAJIbHON BBIYHCIUTEIBHON CeTH
B TOM 4YHCJ€ U CETAM OOIIEro Mojib30BaHUs, a Takke MH(OpMalus, XpaHHMas Ha ChEMHBIX
MAaIlIMHHBIX HOCUTENSIX HH(OpMAIIUH.

O6HoBneHne 0a3 cUTHATYp JUIsI CPEACTBA AHTUBHPYCHOM 3alIUTHl WH(OPMAIUU JOTKHBI
OOHOBJISITHCA €5KETHEBHO.

[Tonp3oBaTenu 0e3 npas aJIMHUHHCTPATOpPa uH(pOpMaIMOHHOU CUCTEMBI
VYupexxaeHuss He JODKHBI HMETh BO3MOXHOCTH IOJIyUYEHHsl JOCTyna K KOH(pUrypauuu
AHTUBUPYCHOI'O CPEJICTBA 3AILMUTHI UJIU €r0 OTKIIIOYEHUSI.

KoHTpoib 3a1U11IeHHOCTH NePCOHABHBIX IAHHBIX

B nensx MCKIIOYEHMS SKCIUTyaTallUM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOKHBI
NPOBOJMUTCA pPabOThl MO BBIABJICHUIO, AaHAIH3Y YA3BUMOCTEH WH(OPMAIIMOHHOM CHCTEMBI
1 ONIepPaTHBHOE YCTPaHEHUE BHOBD BBISIBJICHHBIX YSI3BUMOCTEN. B TOM uncie opranusanusi KOHTPOIIs
YCTAHOBKM OOHOBJICHHSI IPOIPAMMHOI0 00eCIIeYeHHUs BKIIK0Yasi CPEACTB 3alUThl MH(OpMAaIIH.

Hcnoan3oBanue nporpaMMHOro odecneyeHust

Br16op mporpaMMHOro obecrieyeHust s MPOM3BOACTBEHHBIX HYXA YUpPEKACHHUS IOIDKEH
IPOU3BOAUTHECA B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B ENWHBIN peecTp poccuiicKux
MIPOTrpaMM JUIs SJIEKTPOHHBIX BEIYHUCIUTEIBHBIX MATUH 1 0a3 TaHHBIX. B ciydyae oTcyTcTBHS aHanora
B EnnHoM peectpe poccuilckux mporpamMm il 3JIEKTPOHHBIX BBIUMCIMTEIBHBIX MAlIUH U 0a3
JAHHBIX JTOMYCKAETCs UCIOIb30BaTh MPOTPAMMHOI0 00ecredeHe UMITIOPTHOTO MPOU3BO/ICTBA.

Hcnoab3oBanue cpeacTs Kpunrorpaguyecko 3aluThl HHpOpManuu

Obecrieyenne 3auUThl THPOPMALIMKM OTPAaHUUYEHHOI0 JJOCTYIA OT PACKPBITHS, MOIU(UKALIUY U
HaBs3bIBaHUA (BBOJA JIOKHOM uWHGOpMalMy) mpu ee Inepenade (MOATOTOBKE K Iepeaaye)
[0 KaHajaM CBSI3M, MMEIONIMM BBIXOJ 3a Mpeaebl KOHTPOJIMPYEMOH 30HBI 00ECIeYHBaeTCs
MPUMEHEHHEM CPEICTB KPUNTOrpadhuIecKoi 3ainThl THPOPMAIIH.

[Ipnobperenne cpencts kpuntorpadpuveckod  3amUThl  HMHQOPMALUU  YUpEKIAECHUS
OCYILIECTBIISIETCSI HA OCHOBAHUM JIOTOBOPOB U KOHTPAKTOB C JIMLAMH MMEIOIIMMU JIEHCTBYIOILYIO
manensnto @CB Poccum Ha ocymiecTBieHHe NEATENFHOCTH IO pa3paboTke, IpPOHU3BOJICTBY,
pacnpocTpaHeHHI0 MU(POBaATBHBIX (KpUNTOrpadUuecKnx) CpencTB, WH(DOPMAIMOHHBIX CHUCTEM
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U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOIb30BAaHUEM IIHU(PPOBAIBHBIX
(kpunrorpadu4ecknx) CpPenCTB, BBHIMOTHEHUIO pabOT, OKAa3aHHWIO YCIYyr B oOnactu mudpoBaHUs
nH(POPMALIUY, TEXHUYECKOMY OOCHY>KHUBAHHIO IIH(PPOBATIBHBIX (KpUNTOrpapuuecKux) CpeaCTB,
MH(POPMALMOHHBIX CHCTEM M TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM, 3alIUIICHHBIX C MCIIOJIh30BAHUEM
U (pOoBaIbHBIX (KPUITOrpapUUecKrX) CpeACTB (3a HMCKIIOYEHHEM Cilydas, €ClIM TeXHHYECKOoe
obcnmyxuBaHue MHU(PPOBATBHBIX (KpUOTOrpapuuecKux) CpencTB, HH(MOPMALMOHHBIX CHCTEM
U TEICKOMMYHHUKAIIMOHHBIX CHCTEM, 3allUIIEHHBIX C WCIIOJB30BaHUEM IIH(POBATBHBIX
(kpunTorpadMUecKux) CpeICTB, OCYLIECTBIAETCS Ui 00ecledeHUs: COOCTBEHHBIX HYX]
IOPUINYECKOT0 JIMIIA WK UHAWBUYAIbHOT'O IPEIPUHUMATEI).

Hcnosb3oBaHue 3J1eKTPOHHOM MOYTHI

DJeKTpOHHAas oYTa JI0JIKHA MCIIONb30BaThCs B YUPEXKIEHNUN C LIENbI0 OPraHU3alui oOMeHa
JJNIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy paOOTHUKaMH U  cyObeKkTamMu HH(DOPMAITMOHHON
0€30IacHOCTH.

[Ipu rcnonb30BaHUM AIEKTPOHHON MOYTHI 3aIIPEIIACTCS:

oOMeH nH(popmanueit A cyeOHOro Mojb30BaHusl, a TaKke HHPOpMaLueil orpaHUYEeHHOT O
JOCTYTA;

MPEIOCTABIICHUE TOCTYIA K 3JICKTPOHHOM MOYTE C MCIOJb30BAHUEM JAaHHBIX CBOEH Y4ETHOMU
3aMUCH TPETHUM JIULaM;

MyOJIMKAIMsl CBOErO CIY)KEOHOTO ajjpeca 3JIEKTPOHHOW IMOYTHI B AJEKTPOHHBIX KaTajorax,
Ha [IOMCKOBBIX MallIMHAX U IpYTUX pecypcax ceTu VIHTepHeT B LIeNsX, He CBA3AHHBIX C UCIIOJTHEHUEM
CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEH;

MOJITHMCKA IO AJIEKTPOHHOM 1MOYTe Ha pa3jIMyHble PEKIaMHBbIE MaTepPHaJbl, JUCTHI PACCHUIKH,
AJIEKTPOHHBIE JKYpHAJIBI M T.JA., HE CBA3aHHBIC C BBHIMOJIHEHHEM IMOJH30BATEIEM JOKHOCTHBIX
00s13aHHOCTEM;

OTKpBITHE (3allyCK Ha BBHINOJHEHUE) (aiiIoB, MOJYYEHHBIX IO 3JIEKTPOHHOH MOYTE WU
u3 pecypcoB cetu MHTEpHET, 6€3 MpeaBapuTEeIbHON MPOBEPKH MX aHTUBHUPYCHBIM IPOrPaMMHBIM
o0ecrieueHreM.

Pabora B ceTsix 0011er0 M0JIL30BAHUS

VYupexeHnue ocTaBisieT 3a co00l paBo OJIOKUPOBATH WM OFPaHUYUBATh JOCTYIl paOOTHUKAM
K CeTSIM CBSI3M OOLLEro MOJIb30BaHMs, B TOM uuciie ceTu VHTepHeT, coepkaHie KOTOPbIX HE UMEET
OTHOLICHUS K UCTIOJIHEHUIO JIOJDKHOCTHBIX 0053aHHOCTEH, a TaKxKe
K WH(QOpPMAIIMOHHBIM pecypcaM, COJIEpKaHWE€ M HANpPaBICHHOCTh KOTOPBIX 3allpemieHb
3aKOHOJaTeILCTBOM Poccuiickoi denepanum.

Wudopmanus o0 mocemaeMblx paOOTHUKAMHU YUpexaAeHUs HH(OPMAILMOHHBIX pPECypCcOB
MIPOTOKOJIMPYETCS IS TIOCIIEAYIOMIET0 aHAIN3a U, TP HEOOXOANMOCTH, MOJKET OBITh TPE/ICTABICHA
PYKOBOJIUTEISAM CTPYKTYPHBIX 0JIpa3/IeeHuH, a TaKxke JTUPEKTOPY
VYupexxaeHus A1 KOHTPOJIS.

[Ipu ucnonb3oBannu cetu MHTEPHET 3aMpeIIeHO:

HCIIONIB30BaTh  TPEJOCTABICHHBIA  YUpEXKJIEHHWIO  JOCTym B ceTb  VIHTepHer
B JINYHBIX LEIIAX;

MCTIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MTPOrpaMMHBIE U MPOrpaMMHO-aMapaTHbIe CPEJICTBa,
MTO3BOJISTFOIIIME TTOYYUTh HECAaHKITMOHUPOBAHHBIN TOCTYII K ceTn VIHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPAaCHPOCTPAHATh MaTEpUANbl COJEpIKallUe HEIOCTOBEPHYIO
nHpopMaruio o YupexaeHuu, a Takxke ganbcudunuponars cBoit [P-anpec.

Pe3epBHOE KONMUpPOBaHHe U BOCCTAHOBJIEHHE TAHHBIX

Ocy1ecTBieHne pe3epBHOr0 KOMUPOBAHUS JIOKHO OCYILIECTBIISTHCS JUISL:

uHpopmanmu obOpabaTeiBaeMoll Ha (aidlJIoBOM cepBepe U  CepBepe INPUIIOKEHH,
MH(POPMALIMOHHON CUCTEMBE,

pabounx MecT aAMUHUCTPATOPOB MHPOPMAITUOHHONW CUCTEMBI.

YacToTa M PEXUM pPE3EPBHOTO KOMMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, YTOOBI
o0ecreunTh MUHIMAIBHYIO TOTEPIO TaHHBIX U OTIEPAaTUBHOE BOCCTAHOBIICHHE.
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Hactpolika pe3epBHOro KONMPOBAHUS U BOCCTAHOBJIEHUS PECYPCOB HH(POPMALIMOHHBIX CUCTEM
Yupexaenus JTOJKHBI IPOBOJIUTH YIIOJTHOMOUYEHHbIE paboTHUKHU
YupexaeHus.

PezepBHOE KOmMHMpoBaHWE [ODKHO  OCYIIECTBIATHCS B aBTOMATHYECKOM  PEKHME
C INPUMEHEHHEM OTEYECTBEHHOTO CHEIMAIU3UPOBAHHOIO CPEJICTBA PE3EPBHOTO KOMMPOBAHUS
C JIEHCTBYIOIMIMM CEpTU(PHUKATOM COOTBETCTBHS IO TpeOOBaHMSIM O€30MaCHOCTH HWH(pOpMAIUH
OCTOK Poccun.

OCHOBHBIE TPEBOBAHUS K IIPOIIECCAM YIIPABJIEHUS UH®OPMAIIMOHHON
BE3OITACHOCTBIO

MoHnTOPpHHT HH(OPMALIMOHHOM 0€30ITACHOCTH

Ha mocTosiHHOM OCHOBE MTODKEH MPOBOAWUTHCS KOMIUIEKCHBIM aHaimu3 ()yHKIMOHHPOBAHUS
WHPOPMAITMOHHOM CHUCTEMBl YUpPEXJCHUS W BO3HUKAIONIUX COOBITUH WH(OPMAIMOHHON
6e30MacHOCTH.

[Iporiecc MOHUTOpHHTA CHCTEMBI oOecrieueHusi MH(OpMAMOHHON 0e30MacHOCTH JOJKEH
BKJIFOYATh B c€0s1 KOHTPOJIb OPraHU3ALMOHHBIX U TEXHUYECKUX MEp 110 3aIUTe HHPOPMALIUH, aHATIU3
napaMeTpoB KOH(GUTypalli U HACTPOMKHU CPEICTB 3aIIUThHI MH(POPMALIUH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEPOINPHUATHM, CBA3AHHBIX C OLEHKOW pealu3alud Mep
110 3aIUTe MHPOpPMaLUU B YUpexkIeHUH, YIIOTHOMOUYEHHbIE PAOOTHUKH JOJKHBI IPUJIEPKUBATHCS
CJIEYIOINX IPUHLIUAIIOB:

HE HapylaTh QYHKIMOHUPOBAHUE JEATEIBHOCTH Y UPEKICHUS;

NeMCTBOBAaTh B COOTBETCTBUU C YTBEP)KJIEHHBIMU OpTraHU3allMOHHO-PACIOPSAUTEIbHBIMU
JOKYMEHTaMH Y UpexIeHHs 110 3al1uTe HHPOpMaLuu;

HE CKpBIBATh (aKThl BBISABICHHBIX COOBITHHI HMH(OPMAIIMOHHOHN 6€30MaCHOCTH;

o(hopMIIATH OTYETHI, MOATBEPKJAIOIINE BHIITIOTHEHHE MEPONIPUATHUH MO 3alUTe UHPOPMALIUH.

Wudopmanus, mnonydeHHass B XOA€ IPOBEIEHUS KOHTPOJIUPYIOIIUX MEPONpPUATUI
0 JeHCTBUAX, COOBITHSX W IMapaMeTpax, MMEIONIMX OTHOIIEHHE K peaju3alid Mep IO 3aluTe
UHPOPMAIUH, JOJKHA KOHCOJIMAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOMIMX MOTyYCHHE
K HEll HECAHKIIMOHUPOBAHHOIO JOCTYIA.

MOHUTOPUHT JTAaHHBIX O 3apErUCTPUPOBAHHBIX COOBITUSAX HMH(OPMAIMOHHON Oe30macHoCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHLIUJCHTOB
MH(POPMALIMOHHON 0€30MaCHOCTH WIIM BCTPOEHHBIX MEXaHMU3MOB HACTPOMKHM M ayauTa COOBITUIH
B IPOrpaMMHBIX U MPOrpaMMHO-AMNIMAPATHBIX CPEACTBAX, MCIOIb3YEMbIX B HH()OPMAIIMOHHON
UHPPACTPYKType YUpeKACHUSI.

YnpasjieHue pucKkamMmu

OmnpeneneHue BHYTPEHHMX TpeOOBAHUN IO 3alIUTe MH(POPMALUMH, JOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MPOBEACHHS aHalM3a PUCKOB HAPYIIEHHs] OCHOBHBIX CBOWCTB 0€30IaCHOCTH
JUI NH()OPMALIMOHHBIX PECYPCOB Y UpEKIEHUS.

OCHOBOI OLIEHKH PHCKOB JIOJKHA OBITh OLIEHKA YCIIOBHM U (PakTOpOB, KOTOpbIE MOT'YT CTaTh
MPUYUHON HapYIICHUS [IETOCTHOCTH, KOH(PUAESHIINATBHOCTH U JOCTYITHOCTH JJ1s1 MH(OPMAIIMOHHBIX
pecypcoB YupexaeHus.

PesynpTaToM mpoBeneHHs aHadM3a PUCKOB JOJKEH ObITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIlpaBJIEHHbIX HA CHM)KEHUE BO3MOXXHOIO HETaTMBHOI'O BIIMSHHUS HAa OCHOBHYIO JI€ATEIBbHOCTh
Vuypexnenus 0Opu pealu3alud TOW WJIM HMHOM  yrpo3sl 0€30mMacHOCTH  HMH(OpMAaLUH
U 00eCHeunBaIONIMX B JaJbHEHIIEM JOCTaTOYHBIM YpOBEHb 3alIUIEHHOCTH HH(POPMALMOHHBIX
CUCTEM YUPEKIACHUS.

YnpasiieHue HHIMIEHTAMH HHGOPMALMOHHOI 6€30MacCHOCTH

Jlns obecrieueHus 3pPpeKTUBHOrO paspelieHnss HHIMIEHTOB MH()OpMaIMOHHON 0€30acHOCTH
B YUpeXJICHUM, MUHUMHU3ALUU [OTEPh M YMEHBUIEHUS pPHCKAa BO3HUKHOBEHUS I1OBTOPHBIX
WHUUJCHTOB  JOJDKHO  OCYHIECTBIIATHCA  yINpaBlI€HUE  HMHUUMJACHTAMU  MH(OPMAIMOHHOMN
0€30I1aCHOCTH.
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Jlns ynpaBneHHs MHOHUIACHTaMH HH(OPMAMOHHONW O€30MacHOCTH JOJKHA OBITH CO3JaHa
cmyx0a MOHUTOPUHTA M PearupoBaHusl Ha MHIUACHTH HHPOPMAIIMOHHOW 0€30MacHOCTH, KOTOpast
MOCPEJICTBOM KOMILIEKCA CPEICTB M MEpONpHUATUH i cOopa M KOHCONUZAIMKU HHGOpManuu
00 MHIMIEHTAX pellaeT AaHHYI0 3aqady. B OTHONmIEHMHM KaXKIIOro MpPOM3OIICIICr0 MHIUICHTA
pabOTHUKaMU M3 CIIY)KObI MOHHTOPDHMHTAa W pPEarupoBaHUs Ha WHIOUACHTH HH()OPMAIMOHHOM
0€30IaCHOCTHU JIOJDKEH BBIMOIHATHCS €0 aHajiu3, U pa3paboTka 3((EKTUBHBIX MEp pearnpoBaHUs
Ha JTAHHBIN HHIUICHT.

AyauT cuctembl o0ecniedyeHnst HHPOPMALMOHHOM 0€301TACHOCTH

B LETISAX OILICHKH TEKYIETOo YpOBHS nH(OpMAIT OHHON 0e30macHOCTH
VYypexneHus Ha peryasipHON OCHOBE JODKEH MPOBOAUTHCS ayTUT HH(OPMAIIMOHHON 0€30MacHOCTH.

BHyTpeHHHe ayauThl JOJDKHBI BBIOMHATHCS paOOTHUKaMM YupexnaeHus. B uucno 3amad,
pelaeMpIX IpY MPOBEICHIH BHYTPEHHHUX ayAUTOB HH()OPMAIIMOHHOH 0€301TacHOCTH, BXOJIAT:

cOOp W aHaW3 HMCXOAHBIX JAHHBIX OO0 OPraHU3alMOHHONW M (YHKIHOHATHHOW CTPYKTYpE
MH(OPMAITMOHHBIX CUCTEM, HEOOXOAUMBIX JUIS OIICHKU COCTOSIHHSI CHCTEMBI 3aIlIUThI HH(OpMaInu;

AHAJIM3 YTBCPKIACHHBIX OpPraHU3allMOHHO-PACIIOPAAUTCIBHBIX JOKYMCHTOB II10 3alllUTC
“H(pOpMAIIMK HA TIPEIMET X MOJHOTHI U 3(PPEKTUBHOCTH, a TaKKe (OPMHUPOBAHNE PEKOMEH TN
0 UX J10pabOTKe UITU pa3pabOTKU HOBBIX;

obocHOBaHUE (UHAHCOBOW 3(P(EKTUBHOCTH BHOBb MPHOOPETACMBIX CPEICTB 3aIIUTHI
nH(pOpMAIUH;

MIPOBEPKa MPaBUIHLHOCTH BEIOOPA M HACTPOMKH CPEICTB 3alUThl HHPOpMannu, GopMupoBaHUE
HpGI[HO)KeHI/Iﬁ 10 HUCITOJIB30BAHHNIO HUMCHOIINXCA CpCACTB 3alllUThI I/IH(I)OpMaL[I/II/I
JJIA TIOBBIIIICHUA YPOBHA H&}Ié)KHOCTI/I u 0e30macHOCTH I/IH(bOpMaHI/IOHHLIX CUCTEM
YupexaeHus;

dHAJIM3 OTYCTOB 110 MNPOU3ZOIICANINM HWHIHUACHTAM HH(bOpMaHHOHHOﬁ 6830H8.CHOCTI/I
" NPUHATBIM MEPaM 110 UX Pa3pCIICHHUIO.

IToBbIlIEeHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuy KOMIUIEKCHOTO TPOTHBOJCHCTBHS  yrpo3aM  O€30MacHOCTH
uH(GOpPMAIUHU, HUCXOMSIIAM OT PAOOTHUKOB YUPESKICHHS JODKHA ITOCTOSHHO TITOBBIMIATHCS HX
OCBEJIOMJIEHHOCTH B 00JIACTH 3aIIUTH HHPOPMALIUH.

[ToBbIIeHNE OCBEIOMICHHOCTH PAOOTHUKOB Y UpPEXKIEHUS OCYIIECTBISECTCS:

10 CyHICCTBYIOIIHUM B y‘-Ipe)K[[eHI/II/I OpraHnu3allOHHO-PACTIOPAANUTCIIbHBIM I[OKyMeHTaM;
10 MPUMEHSIEMBIM B YUpeXJIeHUH MEpaM 3alIUuThl HH(OpMaIuy,
T0 MPaBUJILHOMY HCIIOJIb30BAHUIO CPEJICTB 3AIIUTH HH(POPMAIIHH.

7. 3AKJIIOYEHUE

IIpn usmMeHeHMM JeiCTByIOLIEro 3akoHojaTenbcTBa Poccuiickoit @enepanuu B 001acTH
3amuThl  MH(pOpMauMH, @  TakkKe  OpraHM3allMOHHO-PACIOPSAUTENbHBIX  JOKYMEHTOB
VYuypexnenus Hacrosumas Ilonutuka M M3MEHEHMs K HEW INPUMEHSIOTCS B 4acTH,
HE MPOTHBOPEYALIEH BHOBb NMPUHATHIM 3aKOHOAATEIbHBIM U MHBIM HOPMATHUBHBIM aKTaM, a TaKKe
BHYTPEHHUM JIOKYMEHTAM Y UpEKJICHHUS.

Bcee TpeGoBaHus, YCTaHOBJICHHbBIE JENCTBYIOIUM 3aKOHOJATENbCTBOM
Poccuiickoi denepanuu, NOA3aKOHHBIMU aKTaMHU U IOTOBOPHBIMUA OTHOLICHUSAMH, a TAKKE MOIXO0J
VYypexneHuss K 00€ClEYeHUI0 COOTBETCTBHS 3TUM TPEOOBAHMSIM JTOJKHBI OBITH SIBHBIM 00pa3zom
OIIpENEIIEHBI, JOKYMEHTUPOBAHBI U OAJCPKUBATHCS B aKTyaJIbHOM COCTOSTHUU.

VYuypexneHue B INPUOPUTETHOM  HAIIPaBJICHUU JIOJDKEH paccMaTpuBaThCs — IMEPEXOL]
Ha MPOrpaMMHOI0 00ecreueHNue OTEUECTBEHHOrO IPOU3BOIUTENS, BKIIOUEHHOI'O B €IUHBIA peecTp
POCCHICKMX MPOrpaMM ISl 3JIEKTPOHHBIX BBIUMCIUTENBHBIX MAIIMH U 0a3 JaHHBIX. B ToM uncne
[0 YacTH CEPBEPHOro, KOMMYTAIIMOHHOIO OOOPYAOBAaHUS M INPOrPAaMMHO-AMMApPaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON Paguo3JIEKTPOHHON MPOAYKIIMH.

JlononHeHUsT W BHECEHUS M3MEHEHMM B Hacrosmyro [loiuTuky OCyHiecTBIIAIOTCS
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Ha MePUOJUYECKON U BHETUIAHOBOW OCHOBE.

16



CIIMCOK UCITIOJIb30OBAHHBIX UICTOYHHUKOB

1. ®epepanpubiil 3akoH oT 27.07.2006 Ne  149-03 «O6 wuHpopManuu, WHGHOPMAIIMOHHBIX
TEXHOJIOTHSIX U O 3alUTe HHPOPMALIUN.

2. ®enepanbubiii 3ak0H 0T 06.04.2011 Ne 63-D3 «O6 37eKTPOHH O OITHCH Y.

3. IlocranoBnenue IlpaButensctBa Poccuiickoit @eneparmm ot 16.04.2012 Ne 313
«O06 yrBepxaeHnH [TonoxkeHus o IMLIEH3UPOBAHUM JESITEILHOCTH MO pa3paboTKe, MPOU3BOACTBY,
pacrpocTpaHeHUI0 MH(POBANTBHBIX (KPUITOrpapHUUECcKUX) CPeACcTB, MH()OPMAIIMOHHBIX CHCTEM
U TENEeKOMMYHUKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJIb30BaHHWEM IH(POBATBHBIX
(kpunTorpaduecKnx) CPEACTB, BBIIOJHEHHIO padOT, OKa3aHUIO YCIyr B 00JIacTH IMGPOBAHUS
nH(POPMALIUU, TEXHUYECKOMY OOCIYKMBAHHIO MIH(PPOBATBHBIX (KpUNTOrpauueckux) CpeiCTB,
WH(POPMALMOHHBIX CHCTEM M TEICKOMMYHUKAIMOHHBIX CHCTEM, 3aIUIICHHBIX C UCTIOIh30BAHNEM
mHU(POBaIbHBIX (KPUNTOrpagUUecKnx) CpeAcTB (3a MCKIIOYEHHUEM Cllydas, €ClIi TEeXHUYECKOoe
obcnmyxuBaHue MHU(POBANBHBIX (KpUNTOrpaMuecKux) CpencTB, HH(OPMALMOHHBIX CHCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C WCIOIb30BaHUEM IH(PPOBATBHBIX
(kpunTorpadiYeCKnX) CpPEACTB, OCYIISCTBISETCS JUIsi oOecredeHus: COOCTBEHHBIX HYKI
IOPUINYECKOTr0 JIMIA WK UHAWBUYAIbHOI'O IPEAIPUHUMATEIIS).

4. ITocranoBnenue IlpaButensctBa Poccuiickorr ®emepanmu ot 01.11.2012 Ne 1119
«O0 yTBepKIeHWU TpPeOOBAaHWUN K 3alUTE TMEPCOHAIBHBIX JaHHBIX TpH UX 00paboTkKe
B UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATBLHBIX JaHHBIX).

5. Ilpukaz DAIICHU or 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHCTpyKIuUU
00 opraHu3anuu 1 odecrneyeHnn 6e30MacHOCTH XpaHEeHUsI, 00pabOTKU U Mepelauy 10 KaHajlaM CBSA3H
C MHCIIOJIb30BAaHMEM CpEICTB KpUOTOrpapuuecKkoil 3amuTsl HMHPOPMAUUd C OrpaHUYEHHBIM
JIOCTYIIOM, HE COAEPKAILEH CBEICHUN, COCTABIISIOIIUX TOCYIaPCTBEHHYIO TAUHY.

6. [Ilpukaz @DCBH Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxkaenuu I[lomoxenus
0 pa3paboTKe, MPOU3BOJCTBE, PEATU3ALNN U HKCIUTyaTallui IH(PPOBATBHBIX (KPUNITOrpahUUECKHX)
cpencts 3amuthl nHGopmanmu (I[Tonoxxenue [TK3-2005)».

7. I[Ipukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepkKAeHUN TpeOOBaHUM O 3alluTe
uH(pOpMaLMK, HE COCTAaBIAIOIIEH TOCYJapCTBEHHYIO TaiiHy, CoJeprkalleiics B rocyIapCTBEHHbBIX
MH()OPMALIMOHHBIX CHCTEMAaX).

8. Ilpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 «OO yTBEp>KIECHUU COCTaBa U COJCPIKAHUS
OpraHU3alOHHbIX U TEXHUUYECKUX MEp 110 0OecreueHn o 0€3011acHOCTH IIEPCOHANIbHBIX IaHHBIX IIPU
ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX TaHHBIX).

9. Ilpukaz @Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepknennn CocraBa M COACp)KaHUS
OpraHU3alMOHHBIX U TEXHUUYECKUX MEp N0 00ecneueHn o 0€3011acCHOCTH EPCOHANIBHBIX JaHHbIX ITPH
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEepCOHAIBHBIX JTAaHHBIX C UCIOJIb30BAHUEM CPEJICTB
Kpunrorpaguyeckor 3amuThl WH(POpPMALKUK, HEOOXOIMMBIX Ui BBIMOJHEHHUS YCTAaHOBJICHHBIX
[IpaButensctBoM Poccuiickoit denmepanu  TpeOOBaHHWI K 3alUTEe TEPCOHATBHBIX JIAHHBIX
JUTSL KQKJI0TO U3 YPOBHEH 3aIIUIIIEHHOCTH.

10.TOCT P 51624-2000 «3Bamura wuHPOpPMAUK. ABTOMATU3UPOBAHHBIE CHUCTEMBI
B 3aIMIIEHHOM ucnolHeHun. OO01ue TpeOOBaHMS ».

11. TOCT P 51898-2002 «Acnektsl 6e30nacHOCTH. [IpaBuia BKIIOUEHHs B CTaHAAPTHI.

12.TOCT P 50.1.056-2005 «Texnuueckas 3ammra uHPOpMarmu. OCHOBHBIE TEPMHHBI
1 OTIPENICIICHUSD).

13.TOCT P UCO/MBK 27001-2006 «MubopMarinoHHas TeXHOJIOTHs. MeToabl U CpeJICTBA
6e3onacHocTu. CHCTEMBI MEHEKMEHTa HH(OpMAIIMOHHOM Oe3omacHocTH. TpeGoBaHums.

14. TOCT P 50922-2006 «3amura nadpopmannnu. OCHOBHbIE TEPMUHBI U ONIPEAETCHUSI.

15.TOCT P 51275-2006 «3amurta unbopmanuu. OO0bekt undopmaruzanuu. DakTopsl,
Bo3JeiicTBYytOMME Ha HHPOopMarwio. OOIIHe MOTOKESHUS.

16.TOCT P HMCO/MDBK TO 13335-5-2006 «MHupopmanmoHHas TexXHOIOTHS. MeTombl
u cpeacTta obecnedyeHus: 6esonacHocTH. Yacth 5. PykoBOACTBO 10 MEHEKMEHTY 0€30MacHOCTH
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CeTH».

17.TOCT P HCO/TO 13569-2007  «®PuHaHCOBBIE  YCIYTH. Pexomennanuu
1o “H(OPMAITMOHHOI 0€30ITaCHOCTIY.

18. TOCT P UCO/M3BK 27005-2010 «udopmarrionHast TEXHOIOTHsA. METOBI U Cpe/icTBa
obecrnieuenus 6e30macHocTi. MeHeKMEHT prucka HH()OpMaIMOHHON 06€30MMacHOCTH.

19.TOCT P UCO/M3BK 27004-2021 «MudopmariionHast TeXHOIOTUA. MEeToIbl U Cpe/icTBa
oOecrieueHus 6e3omacHOCTH. MeHePKMEHT HH(pOpMaIMOHHOM 6e30macHOCTH. M OHUTOPHUHT, OIIEHKA
3alUIIEHHOCTH, aHAIU3 U OLICHUBAHUE.

20.TOCT P 51897-2021 «MenemxmeHT pucka. TepMUHBI 1 ONPEAETCHUS».

21.TOCT P 52069.0-2013 «3ammra wunpopmanuu. Cucrema cranmaptoB. OCHOBHBEIC
TIOJIO’KEHUS».

22. Konuemnmus nH(OopMaIOHHOK 0e30I1acHOCTH HACIIOIHUTEIBHBIX OpraHoB
rocyaapctBeHHoi Biactu Cankr-IlerepOypra ot 20.02.2023.

Onepatop 340 000 "KomnaHus "TeH3op"

LIOKYMEHT MOZAMUCAH SMEKTPOHHON MOAMMCHIO 18

FOCYAAPCTBEHHOE BIO/DKETHOE YYPEXXIEHME CNOPTUBHAS LLIKOJIA 08.06.23 12:39 (MSK) Ceptudukat 64A1532082D59C03547C224D39433E5E
OJIMMIMUUNCKOIO PE3EPBA N2 1 ®PYH3EHCKOIO PAUOHA
CAHKT-NMETEPBYPrIA, YepHukosa TaTtbsiHa BnaaumunposHa, [MpekTop




